XX xcitium Web Protection

Block Harmful Sites and Protect Your Employees

Seemingly harmless internet browsing can lead to malware infections and full-scale
cyberattacks. That's why your organization needs a proven solution for detecting
website-based threats and stopping them cold. To help meet this challenge,
Xcitium Web Protection delivers the perfect synergy of expertise and technology.

Complete Protection for Users on the Web

Protect your organization with Xcitium Web Protection, a
cloud-based web filtering solution that provides complete
protection from online threats such as viruses, malware,
ransomware, and phishing. It is a low-maintenance,
comprehensive content filtering solution that can be set up
in five minutes to stop users from accessing inappropriate
online content.

Xcitium Web Protection is ideal for businesses that do not
want the capital expense and upkeep involved with
hardware- or software-based web filtering solutions.
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75% Reduction in Malware Risk
Exposure

« Protect your network, devices, and
users whether at home, in the office
or on the road

» Continuously updated threat
database

« Blocks potentially dangerous
websites and malware

» Quick and seamless implementation

e Trouble-free integration with cloud
services and infrastructure

* Robust protection through layering
with other essential security tools

« Close critical gaps and protect
against the most common threats

* No change to employee experience
or workflow interruption

» Cost effectively secure your network
and employees
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Filtering
Extensive and flexible filtering options including:
« Comprehensive set of predefined threat categories
« The ability to create custom categories.
« Al-based classification engine
« Coverage for more than 99% of the ActiveWeb
« Roaming agent

Easy-to-Use
Flexible and easy to deploy, manage, and use across the most common
use cases. Supports off-network filtering and policy implementation for
Windows, Mac, and Chromebook devices.

« 100% cloud-based; no software installation required

o Only requires a simple DNS redirect to a cloud server

« Flexible deployment options: SaaS, dedicated infrastructure, and

roaming agents for off-network protection
» Easy navigation between customer accounts
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Policies
Filtering is controlled by policies including:
» By user, user group, location, and device
« Customizable and default policies
« Safe search settings
« Policy can be applied based on Active Directory Groups

Policy Details

Filtering Options
Safe Search

Unclassified Traffic

Reporting
Enjoy maximum visibility into the Web Protection environment and its
activities.
» Extensive set of predefined and customizable reports
« Real-time browsing view to assist with monitoring and
troubleshooting.
» At-a-glance dashboard provides an overview of system performance
and user activity
» Email notifications to inform of attempts to access a blocked category
o Scheduled reports
e Report export
o Supports Syslog

Blocked Reports

Extensive APIs

Xcitium Web Protection provides a comprehensive REST API suite
supported by our dedicated infrastructure, enabling seamless integration
of DNS filtering and streamlined user onboarding into your existing
systems
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